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COURSE SYLLABUS
Analiza Malware

1. Program identification details

1.1 Higher education institution “OVIDIUS” UNIVERSITY OF CONSTANTA
1.2 Faculty Facultatea de Matematica si Informatica
1.3 Department Matematica si Informatica

1.4 Field of study Informatica

1.5 Degree Master

1.6 Programme of study Securitate Cibernetic si invitare Automats
1.7 Academic year 2025-2026

2. Course identification details

2.1 Course title Analiza Malware

2.2 Course code CSML.1.1.08

2.3 Lecture instructor Lect. Dr. Stefania Loredana NITA

2.4 Seminar instructor Lect. Dr. Stefania Loredana NITA

2.5 Year 1 2.6 Semester | 1 [2.7 Evaluation C 2.8 Course type SC/0C

* FC — fundamental course, SC — specialty course, CC— complementary course
**MC — mandatory course; OC — optional course; EC — elective course

3. Estimated workload (hours per semester)

3.1 Number of teaching hours/week 2 of which: 3.2 1 33 .. 1
lecture applications***
. of which: 3.5 .

3.4 Number of teaching hours/semester 28 lecture 14 (3.6 applications| 14

3.7 Individual study workload 72
Workload distribution [hours]
Reading (books, coursebooks, course reader, lecture notes, course bibliography) 16
Additional library / specialised platform research and fieldwork 10
Seminar / lab / project preparation, home assignments, research papers, portfolios )8
and essays
Presentation or test preparation 14
Final examination preparation 4
Other activities: tutorials 0

3.8 Total hours/semester 28+72=100

3.9 Number of credits 5

*** S -seminar; L - lab; P - project

4. Prerequisites (where applicable)

4.1 curriculum-related Studii universitare de licenta
e Cunostinte de baza de programare;
e Familiaritate cu mediile Windows si Linux;

4.2 skills-related
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e Notiuni introductive despre conceptele de securitate
cibernetica (de exemplu, malware, exploit-uri, elementele de
baza ale criptografiei).

5. Necessary requirements for optimum teaching and learning (where applicable)

5.1. for running the lecture

e Conexiune stabila la internet

e Platforma de invatare online

e Acces la materiale didactice digitale
(slide-uri, articole, studii de caz etc.)

5.2. for running the seminar/ lab / project*

e Stable Internet connection

® Online learning platform

e Access to digital teaching materials (case
studies, etc.)

*Type of application to be chosen according to the nature of the course

6. Course objectives

course

6.1 The general objective of the

Stapanirea cunostintelor teoretice si a abilitatilor practice
necesare pentru a analiza, clasifica si raspunde la diferite
tipuri de programe malware si atacuri cibernetice aferente.

6.2 Specific objectives

e Capacitatea de a utiliza instrumente de monitorizare a
sistemului si a retelei pentru detectarea activitatilor rau
intentionate.

¢ Aplicarea tehnicilor de analiza statica si dinamica pentru
investigarea mostrelor de malware.

e Utilizarea ingineriei inverse, a analizei criminalistice a
memoriei si a sandboxing-ului pentru a intelege
comportamentul malware-ului.

¢ Elaborarea de reguli automate de detectie si vanatoare
(hunting) pentru identificarea tiparelor de malware.

7. Learning outcomes

Knowledge

Tntelege conceptele fundamentale ale programelor malware, inclusiv clasificarea,
vectorii de infectie, mecanismele de persistenta si tehnicile de ofuscare.

Explicd amenintarile cibernetice moderne asociate programelor malware, inclusiv
fisiere executabile, scripturi, documente malitioase si malware bazat pe retea.
Identifica si diferentiaza metodele de analiza statica si dinamica a programelor
malware si explica rolul acestora in raspunsul la incidente.

Skills

Analizeaza mostre de software malitios folosind tehnici statice si dinamice.
Realizeaza investigatii forensice pe memoria sistemelor si pe traficul de retea pentru
a detecta activitati malitioase.

Aplica instrumente specializate pentru investigarea comportamentului malware.
Elaboreaza rapoarte si studii de caz pe baza rezultatelor analizei malware, sprijinind
strategiile de aparare si luarea deciziilor in securitate.
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e Demonstreaza responsabilitate in manipularea si analiza mostrelor de malware in
medii controlate si etice.

e Aplica independent tehnici de analiza malware pentru investigarea si atenuarea
amenintarilor cibernetice.

e Colaboreaza eficient in activitati de investigatie malware realizate in echipa,
impartdsind rezultatele si contribuind la masuri defensive colective.

e Integreazad in mod etic rezultatele analizei malware in practicile mai largi de securitate
cibernetica, respectand cerintele legale si organizationale.

Responsibility and
autonomy

8. Contents

8.1 Lecture Teaching methods No. of hours
1. Introducere. Clasificarea e Prelegere cu sinteza si 7
programelor malware esentializarea informatiilor

2. Tehnici de analizd malware e Metode interactive de predare- 2
3. Inginerie inversa. Aplicatii invatare ’
executabile e Dialog

4. Analiza scripturilor, documentelor e Metode care contribuie la ?
si fisierelor web dezvoltarea gandirii critice

5. Analiza memoriei calculatorului e Invitare independents si 2
6. Analiza traficului de retea cooperativa 2
7. Automatizare si hunting e Utilizarea de programe 2
Bibliography
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8.2 Applications

(seminar/lab/project)* Teaching methods No. of hours
* Type of application to be chosen according

to the nature of the course

Configurarea mediului de lucru 2
Utilizarea aplicatiilor specifice in| e Dialog 4
procesul de analiza malware e Metode care contribuie la

Analiza documentelor malitioase dezvoltarea gandirii critice 4
Malware networking 4
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9. Evaluation

.2 Evaluati 3P f final
Type of activity 9.1 Evaluation criteria 9.2 Evaluation 9.3 Percentage of fina
methods grade
Participare activa Oral 10%
9.4 Lect
ecture Test grild Online 40%

Prezentarea unui

9.5 Applications* Participare activa studiu de caz 10%
*Type of application to
be chosen according to .

Proiect Prezentare 40%

the nature of the course

9.6 Minimum standard of achievement / Pass requirements
Promovarea testului grild cu un punctaj de minimum 50% si demonstrarea capacitatii de a realiza
analiza completa a cel putin unei mostre de malware (document, fisier executabil sau captura de

trafic de retea).

Date of Lecture instructor, Application instructor,
completion, Surname/First name /Signature Surname/First name /Signature
18.09.2025 Lect. Dr. Stefania Loredana Nita Lect. Dr. Stefania Loredana Nita
Date of approval at Department level, Head of Department,

Assoc. Prof. Pelican Elena, PhD
24.09.2025

Dean,
Assoc. Prof. Nicola Aurelian, PhD



